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Regulatory experimentation through combinations of soft law, hard law, and novel collabora-
tion approaches is gaining ground in the increasingly busy field of technology regulation [1].

The EU’s proposed Al ActE|[2] includes several measures to protect innovation, of which sand-
boxes are one. Sandboxes are a kind of regulatory experimentation, however, the term sandbox
is also used in computer science to describe anisolated environment used for testing or analy-
sis [3]. Sandboxes conjure up an image of a physical environment, with the walls of the sandpit
preventing uncontrolled effects. However, in reality they are mostly a legal construct, rather
than a physical space. Exactly where sandboxes are physically hosted and operated is not clear
at present?]

The regulatory sandboxes envisaged by the Al
Act are the largest such regulatory experiment
ever attempted. While there is no requirement
for Al providers or deployers to utilise sand-
boxes, there are benefits for both regulators and

innovators.

This report defines and describes sandboxes from a regulator and an innovators perspective,
analyses their history and modalities, explains how the EU’s Al Act envisages sandboxes, identi-
fies potential areas of innovation that could assist with the delivery of sandboxes, and analyses
the potential impact of the sandboxes. It also points to differences between the Commission
proposal and the Parliament proposal, which have significant differences. The differences are
also listed in an appendix, section[7.3]

It ends with an illustrative case study of how an Al sandbox could work in the context of a com-
mon financial services use case.

A regulatory sandbox is a controlled environment established by a public authority that
facilitates the safe development, testing and validation of innovative Al systems for a
limited time before their placement on the market or putting into service pursuant to a
specific plan under regulatory supervision

1Although the Al Act is properly described using the phrases 'proposed’ or ’draft’, hereafter in this document it

will just be referred to as the Al Act for brevity. Where a specific version is referred to, it is explicitly referenced.
2Practically speaking, it may be economically and logistically difficult for regulators to provide a hosted envi-

ronment given the infrastructure demands of some Al systems. On the other hand, where data is being shared
between organisations solely within the context of the sandbox, it may be very appropriate.



Although legal experimentation beganin financial services asearly as 1999 [5], the operation of
regulatory sandboxes can be traced back only to the early 2010s when the concept emerged as
aresponse to the challenges faced by regulators in keeping pace with the rapid advancements
in technology, particularly in the financial services sector.

Faced with large-scale technological innovation in regulated markets, regulatory actors have
four main approaches: do nothing, allow flexibility on a case-by-case basis, provide a struc-
tured context for experimentation or plan to reform/adapt better regulation. Recently, struc-
tured contexts for experimentation have become popular - this is a sandbox.

A regulatory sandbox is a framework set up by one or more regulators to collaboratively test
innovations by one or more third parties in a controlled environment, operating some kind of
special exemption, allowance, or other limited time-bound exception, and under the regulator’s

supervision.

In 2015, the Financial Conduct Authority (FCA) in the United Kingdom launched the world’s
first regulatory sandbox. The FCA's sandbox aimed to foster innovation in the FinTech indus-
try while maintaining consumer protection and financial stability [6]. It provided a controlled
environment for FinTech startups and companies to test their innovative products and services
under relaxed regulatory requirements.

In 2016, the Monetary Authority of Singapore (MAS) introduced the FinTech Regulatory Sand-
box [7]. MAS aimed to position Singapore as a leading FinTech hub by providing a conducive
environment for experimentation. The sandbox allowed companies to test their FinTech solu-
tions, receive guidance from regulators, and validate their business models before obtaining
full regulatory approval.

Following the success of the UK and Singapore sandboxes, several other countries and regions
adopted the concept. Regulatorslaunched sandboxes in Australia, Canada, Hong Kong, Malaysia,
Thailand, and the United Arab Emirates. These sandboxes catered to their respective juris-
dictions’ specific needs and regulatory landscapes, facilitating innovation in FinTech and other
sectors.

While regulatory sandboxes initially focused on FinTech, the concept expanded to other indus-
tries. Sandboxes were established in sectors like health technology [8] and energy technology
[9]. This diversification allowed for innovation in various domains while ensuring compliance
with sector-specific regulations.



Over time, regulatory sandboxes have evolved rapidly. Regulatory authorities incorporated
lessons learned from the early sandboxes, refined their approaches, and introduced guidelines
and frameworks [10] to enhance the effectiveness of sandboxes. Authorities engaged in knowl-
edge sharing and international collaboration to exchange best practices and shape regulatory
approaches.

In 2020, the European Council adopted a set of conclusions on the role of regulatory sand-
boxes and experimentation clauses in an innovation-friendly, future-proof, sustainable and re-
silient EU regulatory framework [11]. The European Council defines regulatory sandboxes 'as
concrete frameworks which, by providing a structured context for experimentation, enable where ap-
propriate in a real-world environment the testing of innovative technologies, products, services or ap-
proaches (...) for a limited time and in a limited part of a sector or area under regulatory supervision
ensuring that appropriate safeguards are in place’. The inclusion of experimental instruments in
the regulation of Al can be partially explained by the need to accommodate rapid development
and complexity [12].

The history of regulatory sandboxes demonstrates the recognition by regulators and policy-
makers of the need to balance innovation and regulation in rapidly evolving industries. Sand-
boxes have provided a platform for collaboration, experimentation, and learning, enabling reg-
ulators to adapt and develop effective frameworks that support responsible innovation.

Regulatory sandboxes offer an environment where innovators can conduct limited tests of
their innovations with fewer regulatory constraints, real customers, less legal risk, and en-
hanced dialogue with regulators. As discussed later, these environments can be used as a pro-
innovation measure to support the Al Act.

From a legal perspective, a regulatory sandbox refers to a controlled and temporary frame-
work established by regulatory authorities to facilitate innovationin regulated industries. The
sandbox operates under specific guidelines and regulatory frameworks tailored to the needs of
the participating industry. The sandbox framework enables regulators to closely monitor par-
ticipants’ activities, assess risks, and gather valuable insights to provide guidance and inform
future regulatory approaches.

The specific objectives of sandboxes can vary based on the regulatory context. Some typical
goals include:

¢ Promoting innovation: Sandboxes aim to foster innovation by providing a controlled
space where startups and companies can test and develop new products, services, or
business models. Sandboxes encourage experimentation and creativity by removing spe-



cific regulatory barriers or offering flexible regulatory frameworks.

e Regulatory learning: Sandboxes allow regulatory authorities to gain first-hand experi-
ence and insights into the regulatory implications of new technologies and innovations.
This learning process helps regulators stay informed about emerging trends, risks, and
opportunities in the FinTech sector. By actively participating in the sandbox environ-
ment, regulators can refine their regulatory approaches and make informed decisions
regarding policy changes or updates.

e Regulatory compliance: While promoting innovation, sandboxes ensure participating
companies adhere torelevant regulatory requirements. Regulatory authorities establish
specific guidelines for operating within the sandbox, outlining the compliance measures
that participants must follow. This helps regulators understand and assess potential risks
associated with innovative FinTech solutions.

e Consumer protection: Protecting consumers is a crucial objective in some sectors. By
monitoring and overseeing the activities of companies in the sandbox, regulatory author-
ities can assess potential risks and ensure that consumer interests are safeguarded. This
objective involves establishing mechanisms to handle customer complaints, ensuring fair
treatment, and addressing privacy and data security concerns. Sandboxes can limit con-
sumer impact through sandboxes in terms of numbers, but also in other ways such as
obtaining enhanced consent from consumers.

¢ Collaborationand knowledge sharing: Sandboxes enable regulators, innovators and cus-
tomers to collaborate and share insights. By fostering dialogue and collaboration, sand-
boxes can enhance the understanding of emerging technologies, business models, and
regulatory challenges. This objective facilitates the development of informed and prac-
tical regulatory frameworks that can adapt to the rapidly evolving technology landscape.

e Market monitoring: Sandboxes provide regulatory authorities with an opportunity to
monitor developments in the market closely. By observing the behaviour and impact of
new products, services, or business models, regulators can assess potential risks to so-
ciety, personal data, market stability, competition, and financial integrity. This objective
helps regulators pro-actively address any emerging challenges.

Sandboxes are an experimental regulatory approach that also provide the opportunity to pro-
actively refineregulatory guidance. This approachdiffers from evidence-based methods, which
rely on existing data, expertise and scientific information, as sandboxes actively seek new data
points and stakeholder learning [5].
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In some countries, anyone can apply for a sandbox. In other countries, they may need to be
already licensed or approved for operation. For example, in the UK, a firm may apply for limited
regulatory authorisation before full authorisation to offer financial services.

Other criteria that can be used include:

e The innovation may need to be sufficiently novel in some sandboxes to deserve special
focus [13].

e Regulators may alsodetermine thatthereis adequate regulatory clarity already available
about the proposed innovation.

e Theinnovation may need to be of benefit to consumers or society.

¢ Theinnovation may also need to be at a certain level of development. For example, test-
ing an innovation that does not yet function may be impossible.

e Regulators may also consider particular risk factors like market stability.

e The applying organisation may need to have sufficient management controls on entry to
protect against risks.

e The regulators may consider whether the company trying to innovate is too big. Some
have proposed that Google, Amazon, Meta and Microsoft should not be allowed to par-
ticipate as they are already 'too big to fail’ [14]. Indeed, these companies may prefer to



litigate their use of innovations post-hoc.

Regulatory sandboxes typically involve stakeholders who play different roles in the sandbox
ecosystem. Regulatory sandboxes provide a unique platform for regulators and innovators to
collaborate, experiment, and learn in a controlled environment. This engagement can also sig-
nificantly benefit the development of international or harmonized standards by fostering col-
laboration, identifying regulatory gaps, providing feedback, and facilitating the alignment of
regulatory approaches.

Research focusing on qualitative analysis of the interactions between regulators and regula-
tees in sandboxes claims that [15]:

Regulatees benefit from access to informal and formal networks, either in the provision
of advice or cross-border introductions.

Knowledge exchanged during the sandbox increases regulator understanding of constraints
and risks arising from new technologies, improving monitoring practices.

The frequency of interaction increases the understanding of each party.

The interaction improves the regulatees risk management practices.
e The creation of a common language positively affects knowledge exchange.
The same research also warns that:

e Asymmetrical information exchange restricts regulatees’ willingness to share best prac-
tices.

e Regulators’ unwillingness to make regulatory changes negatively impacts regulatees’ test-
ing manoeuvrability.

The specific stakeholders involved in a sandbox can vary depending on the jurisdiction and ob-
jectives of the sandbox. Here are some examples of stakeholders that could be involved in reg-
ulatory sandboxes:

¢ Regulatory Authorities: Regulatory authorities, such as financial regulators, healthcare
regulators, energy regulators, or other relevant regulatory bodies, play a central role in
establishing and overseeing regulatory sandboxes. They define the framework, guide-
lines, and regulatory exemptions for participants. Regulatory authorities are responsi-
ble for monitoring and assessing the risks associated with sandbox activities and ensur-
ing compliance with applicable regulations. Data protection and privacy authorities play



a crucial role when sandbox activities involve collecting, processing, or sharing personal
data.

¢ Industry Participants: startups, technology companies, established financial institutions,
healthcare technology providers, energy technology companies, or other innovative firms
are the primary participants in regulatory sandboxes. These companies bring their inno-
vative products, services, or business models to the sandbox for testing, validation, and
development. They collaborate with regulators, adhere to sandbox guidelines, and pro-
vide feedback to shape future regulations.

e Consumers/Users: Consumers or end-users of the products or services being tested in
the sandbox are important stakeholders. Their feedback, experiences, and protection
are considered during sandbox testing. The involvement of consumers helps regulators
understand the potential impact of innovative solutions on consumer rights, privacy, and

overall user experience.

e Civil Society: Civil society refers to the diverse and interconnected network of volun-
tary associations, organizations, and individuals that exist beyond the realms of govern-
ment and the market. It encompasses a wide range of non-state actors, such as non-
governmental organizations, community groups, advocacy organizations, and philanthropic
institutions, which collectively engage in social, cultural, and political activities aimed at
promoting civic engagement, social cohesion, and the protection of individual and col-
lective rights within a society. Such groups can bring unique perspectives to regulatory
considerations in sandboxes.

e Regulatory Support and Advisory Bodies: Some regulatory sandboxes involve support
or advisory bodies that provide participants guidance, expertise, and assistance. These
bodies can include innovation hubs and regulatory innovation teams.

¢ Industry Associations and Standards Organizations: Industry associations and standards
organisations relevant to the sector covered by the sandbox may be involved as stake-
holders. These organisations provide industry-specific expertise, promote best practices,
and contribute to developing sector-specific regulations. They collaborate with regu-
latory authorities and participants to ensure that sandbox activities align with industry
standards and norms.

¢ Academia: The involvement of Academic stakeholders can be particularly use in the con-
text of nascent and emerging technologies that are under active research.

The involvement of stakeholders can vary depending on the nature of the sandbox and the spe-
cificsector it covers. The collaboration and interaction among these stakeholders are essential
for the success and effectiveness of regulatory sandboxes.



By legal basis, we mean the means by which the the sandbox has authority has to waive, re-
lax or not enforce certain obligations. A sandbox can be created by a legislative body in new
regulation itself or by an existing regulator with existing regulation.

The extenttowhich regulators canexercise discretion depends ontheir legal basis for decision-
making. This may be difficult in a cross-regulatory context. Some argue that single regulator
sandboxes entrench existing regulatory borders, reduce economies of scale and create super-
fluous restrictions [16].

Methods can firstly vary by legal approach, in the context of the legal basis. For example, sand-
boxes can experiment by derogation or by devolution [17]. Derogation means that rules or
guidance are put aside for participants in the sandbox in exchange for alternative rules. Devo-
lution implies geographic (e.g. state) or vertical domain waivers (e.g. national security). One
US example of this is for the testing of UAVsEl FAAE| regulations were waived for specific par-
ticipants, in a specific geographic area, for 30 months [18].

Methods can also vary based on the way that the regulator interacts with the regulatee. Regu-
lators in a sandbox can provide bespoke individual guidance, that is, customised guidance pro-
vided to the innovator. Regulators can 'provide comfort’ about what they consider compliant
behaviour and their approach to enforcement [19]. They can also provide 'no action letters),
stating that they won’t enforce something.

Other legal methods may include commitments
about protection of intellectual property to the
innovator, and protection from civil liability.

In many sandboxes, the action taken, or partici-
pation in the sandbox itself, is time-limited. The-
oretically, the time limit depends on the context
and is not set [19]. In practice, it usually varies
between six and twelve months [17].

Methods are likely to vary across sectors and risk profiles. For example, the methods used by a
medical regulator dealing with a large-scale test of an Al system that poses risk to life, may be
quite different to those used for a creditworthiness assessment.

3Unmanned Aerial Vehicle
4Federal Aviation Authority, USA



By jurisdiction we mean the geographical authority, or the authority within a specific sector or
the authority to make legal decision over a particular matter.

Some jurisdictions opt for international collaboration by establishing agreements or partner-
ships with other countries or regulatory bodies. This approach promotes knowledge exchange,
shared experiences, and harmonization of regulatory approaches across borders. It enables
companies to operate in multiple jurisdictions and facilitates cross-border innovation.

However, it has not so far been very successful. In May 2022, the Global Financial Innovation
Network (a network of financial services regulators) launched a cross-border sandbox span-
ning 23 regulators [20]. Thirty-eight firms applied, and it was noted that the entry criteria
for each regulator were different, creating issues in the application process. Following assess-
ment, only nine firms made it through to 'testing development’, and two firms made it through
to the live testing phase. A critical conceptual challenge pointed to in the report on the sand-
box is that regulators were unwilling to engage in the harmonization of requirements, which
led to difficulties in selecting innovators to progress.

Some jurisdictions, such as the EU, support cross-border recognition of licenses awarded by
one state and are pursuing internal cross-border sandbox initiatives [21].

Of particular importance is whether the sandbox is operating in the 'real-world’ during the
sandbox.

Sandboxes can operate ex-ante, that is, before placing a product or service on the market. They
can also operate ex-post, in a market surveillance or with limited approval for the operator.
Operating ex-ante is the easiest option, as it means that consumers and markets cannot be
harmed during the sandbox operation. Typically, operating ex-ante means considering design,
implementation and test results from a product perspective and management systems from an
organisational perspective.

Operating ex-post or in a market surveillance model may involve allowing specific customers
to use the application or allowing it to be used in a limited way. This can allow greater learning,
as regulators can see the results of their guidance in the real world, and innovators can see the
impact of the guidance on their innovation or business model.

Operating ex-post has implications that regulators need to consider carefully. What harm is
possible to consumers? What risks may manifest affecting fundamental rights, health or safety?
Does particular consent or information need to be given by affected citizens?



Regulatory sandboxes have yet to be shown to be scalable [22] for innovators. FCA sandboxes
in the UK typically have 18-24 participants in each cohort in comparison to the 50,000 com-
panies the FCA regulates [23]], and each is over-subscribed several times [24]. This is presum-
ably due to the cost and risk to the regulators, explored in the next section. Existing sandboxes
dealing with Al applications specifically typically have a cohort in single digits number of par-
ticipants.

Case-by-case experimentation and provision of regulatory clarity through no-action letters
and restricted licenses has upsides and downsides for regulators and innovators [22].

For regulators, one downside is the risk of liability for decisions and the effort associated with
bespoke choices. The degree to which they may have liability depends on the specific legal
context, their competency, and the information symmetry with the innovator [17]. The assess-
ment and analysis criteria that they use may not capture the effect of a product on the market
or consumer risk [25].

When regulators make decisions, they have high levels of information exchange with the par-
ticipants and can adjust their approach more easily. They can also benefit from first-hand ex-
perience with innovation, thus building capacity [17].

For innovators, the process of obtaining such regulatory comfort is often costly outside of a
sandbox (or innovation hub). Firms need to procure legal advice and develop applications and
reports. Each application will require in-depth development. On the other hand, this can be
more cost-effective than taking legal risks or acquiring legal advice in emerging regulatory ar-
eas. Additionally, the public association with the regulator may encourage investment [15].
Regulators can also offer financial incentives [7].

Ensuring equitable involvement in sandboxes is crucial for the market. The overall ecosystem
gains advantages from the improved regulatory transparency they offer. As described, those
engaging in the sandbox experience a degree of regulatory comfort for specific compliance as-
pects. As adhering to regulations can incur substantial expenses, this presents a compelling
motive to take part in a sandbox, thus bolstering competition. However, the regulator must
strike a balance in this aspect. They must guarantee that non-participants in the sandbox don’t
perceive any bias or injustice.

Sandbox participants receive insights and counsel from other stakeholders that propel their
innovation forward. This has the potential to create a perception of unfair competition, where
the regulator elevates the market potential of a single player at the expense of those who opt



out of the sandbox program.

In conclusion, the key risks of sandboxes relate to regulator capacity, equitable involvement
of the market and the entry criteria for selecting participants. The key benefits are the regu-
latory learning for regulators, the cost benefits for innovators, as well as the attractiveness of
regulatory association to investors.

In the previous section we describe the general characteristics of sandboxes. In this sectionwe
look specifically at the Al Act in Europe, and its provisions relating to sandboxes.

Many stakeholders are concerned about the impact of the Al Act oninnovation. The proposers
of the Act have primarily addressed this through a focus on technical standardisation and the
presumption of conformity [26]] and regulatory sandboxes.

In the Commission draft [2], member states are not required to set up an Al sandbox. However,
in the latest Parliament draft [4] the are required to set up at least one. However, they may do
it jointly with another member state. Sandboxes can also be set up at a more local level or by
the EC. Parliament’s version also introduces a firm definition of sandboxes, instead of leaving
it to the recitals.

The EU Al Act attempts to meet many of the objectives listed previously: fostering innovation,
ensuring compliance, and regulatory learning. These objectives are described in more detail in
the Parliament version. Notably absent is any focus on the consumer.

A new Article 53a added in the most recent Parliament [4] amendments states that the sand-
boxes shall facilitate the development of tools and infrastructure for testing, benchmarking,
assessing and explaining dimensions of Al systems.

The following section analyses the proposed Al sandboxes in the Al Act in the context of the
characteristics previously described, and sandboxes that have mobilised at the time of writing.

Although the first sandbox proposed under the EU’s Al Act is in Spain, other countries have
worked with Al systems in other sandbox contexts, for example data privacy. In the UK, Nor-
way and France, Data Privacy Authorities have launched regulatory sandboxes that are work-
ing with single digit numbers of Al companies, in specific targeted areas of innovation [12]. In
Germany, aregulatory sandbox offered a testbed for 7 months for autonomous delivery robots.
Russia also introduced a regulatory sandbox for Al technologies in 2021.
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Figure[2shows the current state of Al sandboxes across the world. In Europe, most member
states have published a national Al strategy [27] that references Al regulatory sandboxes. Two
member states are at the call for participation stage (Spain and France), and there are sand-
boxes that mention Al in their objectives are live in four member states: Germany, Norway,
Denmark and Sweden.

The Commission text is clear that the process must be transparent, fair, and open to any Al
provider who meets specified criteria. Implementing acts will provide more details.

The Parliament version of the Al Act seems to be limiting participation to Al providerﬂ which
this report recommends extending to deployers (see section(3.1).

It is clear that specified criteria for participation will be provided. This is important, as regula-
tory experimentation tends to be viewed as unfair by those in industry that do not participate
and could even be subject to world trade disputes - noting that China has already raised five
trade disputes in relation to the Al Act [28].

If the sandbox resultsinsome providers getting alot of free advice at the expense of the provider’s
competition, then the market may end up worse off [29]. Full transparency of regulatory find-
ings and guidance while protecting personal and private information will maximise the positive
impact of the sandbox.

Some legal researchers [30] also point to Article 20 of the Charter of Fundamental Rights.
There is existing case law relating to discrimination in relation to the equitable application of
regulatory experimentation.

>’regulatory sandboxes are open to any applying prospective provider of an Al system’



[Itis] in the very nature of legislative experimentation that tension with the principle of
equal treatment should arise. The very idea of 'learning by doing’ requires that the new
policy be applied to only a limited number of its potential subjects to begin with.

As a result, the scope of the policy is artificially circumscribed so that its consequences
can be tested before its rules are extended, if appropriate, to all operators who might,
in the light of its objectives, be subject to it. That said, recognition of the legitimacy
of legislative experimentation cannot invalidate any criticism that might be levelled
against it from the point of view of the principle of equal treatment. The discrimination
which experimental legislation inevitably entails is compatible with the principle of
equal treatment only if certain conditions are satisfied.

The experimental measures must first of all be transitory. That is indeed the case with
the Directive. Article 30 provides for a review of the Directive on the basis of experience
and progress achieved in the monitoring of emissions of greenhouse gases with a view
to including other industrial sectors and emissions of other greenhouse gases in the
greenhouse gas emission allowance trading scheme. In application of that provision, the
Commission proposed the inclusion of aviation activities [...]

Second, the scope of the trial measure must be defined in accordance with certain objec-
tive criteria.

In terms of maximising regulatory learning, diversity of participation from a technology and
use case perspective should be maximised. In terms of maximising national innovation, the
perceived national benefit should be maximised. These goals may conflict and there is likely to
be latitude for regulators to affect throughput by limiting the novelty of innovation. If a sand-
box applicant represents a similar use case and technology to one already examined, should
the sandbox admit the new organisation? The Al sandboxes that are mobilised now generally
require novel innovation and range between the general [32], selecting specific sectors [33],
companies and use cases [34] [35].

Currently, the Parliament text gives priority access to SMEs established within the EU, and
projects specifically intended to produce socially and environmentally beneficial outcomes.



The Commission’s text proposes that sandboxes must facilitate the involvement of other rele-
vant actors within the Al ecosystem, including the public and private sectors. The Parliament
version of the Act [4] gives examples[ﬂ such as notified bodies and standardisation organisa-
tions, SMEs, start-ups, enterprises, innovators, testing and experimentation facilities, research
and experimentation labs and digital innovation hubs, centres of excellence and individual re-
searchers. This is amuch wider and more complex set of stakeholders than participated in the
FinTech-generation regulatory sandboxes.

The Al Act was originally intended to primarily put obligations on the Al technology providers
and still does in large parts of the text. However, various factors have influenced the interpre-
tation of this during the development of the regulatory framework.

Firstly, it has become clear during the last year that the market has shifted towards founda-
tion models [36]] [37]. These models are redistributed business to business and then retrained
by Al deployers, thus inheriting most legal obligations directly. It is likely that an Al deployer
making a minor modification to a purchased foundation model would then be considered an Al
technology provider, incurring many additional obligations.

Secondly, international technical standards have progressed. They now describe [38] the dif-
ference between an Al Technology Provider, Al Data Provider, Al Platform Provider, Al Inte-
grator, Al User/Operator and Al Subject. The obligations in the Al Act, and likely supporting
standards body of work, are starting to look a lot more distributed.

The Al standardisation community has developed an Al management system [39] and impact
assessment for deployers to apply. Deployers bear the brunt of the obligations in standards as
they can pass obligations down the supply chain, and only they can control important risk man-
agement techniques (guardrails) like human-in-the-loop strategies, operator training, testing
of inputs, data pipelines and ongoing monitoring. In progress standards on topics like Al bias
place explicit technical requirements on different Al stakeholders, including Al deployers.

While none of these standards are yet harmonized by the European Commission, if emerging
consensus on technical best practice in standards is following a more nuanced and defined ap-
proach than the legal text, the standards will be difficult to ignore on the ground in an enforce-
ment context.

Given this complexity, it needs to be clarified that the Al sandboxes should not limit themselves
to Al providers and SMEs. There is plenty of need for Al data providers, deployerand other

6Article 53a
7 Al deployers are the organisations under whose authority the system would be operated. They are also some-

times referred to as Al users



stakeholders to participate. For example, one study in medical Al applications states that ‘From
aregulatory perspective, the performance of Al-based systems should be tested under real-world con-
ditions in the hands of the intended users and not as stand-alone devices. Only then can we expect to
rationally adopt and improve Al-based decision support and to accelerate its evolution.’ [40].

Civil society stakeholders have also called for different objectives from the proposed Al sand-
boxes:

e The European Digital SME Alliance has called for sandboxes to provide individualised
guidance to SMEs on whether particular systems should be classified as high-risk [41].

e The European Trade Union Confederation has called for the use of Al in the workplace to
be excluded from regulatory sandboxes [42].

e BCS, The Chartered Institute of IT in the UK, recommended to the UK government that
the use of Al sandboxes should be encouraged beyond a purely regulatory need - for ex-
ample, to test the correct skills and registration requirements for Al assurance profes-
sionals and how best to engage with civil society and other stakeholders. [43].

The Parliament amendments [4] introduce a new Article 29a requiring an impact assessment
for high-risk Al systems. Within that text, it also requires deployers to make efforts to involve
representatives of the persons or groups of persons that are likely to be affected by the high-
risk Al system. These include equality bodies, consumer protection agencies, social partners
and data protection agencies.

It is not currently clear what the legal basis for the sandbox will be. This is because the Com-
mission version of the Al Act [2] differs significantly from the Parliament’s recent amendments
[4]. The Parliament version mandates at least one sandbox per member state and provides a
legal basis for the Al sandbox, whereas the Commission version does not require this, and may
require additional national legislation [30].

Parliament’s version [4] sets out that participants remain vulnerable to liability legislation with
no exemptions. However, provided they follow guidance, no administrative fines shall be im-
posed by the authorities.

However, it is notable that the Al Act still needs to be agreed upon, and yet at least one juris-
diction has launched a sandbox in advance of the final text [44]. Even if the Act were finalised,
it is not clear that it would be at all easy to determine compliance. For example, Article 10 of
the Al Act [2] contains the following requirement:



Training, validation and testing data sets shall be relevant, representative, and to the best extent
possible, free of errors and complete. They shall have the appropriate statistical properties, includ-

ing, where applicable, as regards the persons or groups of persons on which the high-risk Al system

is intended to be used. These characteristics of the data sets may be met at the level of individual
data sets or a combination thereof.

Many will want to know more precisely what this means given a particular context. There are
three routes to obtain clarity, for a standard to be granted harmonized status, for a regulator
to provide guidance, or for a court to make a decision based on the intent of the law.

Standards provide best practices, and there are standards that may in future develop into har-
monized standards on Al bias by implementing a management system [39], specific bias treat-
ment measures and standardised data quality measures that canbe applied totraining
data. This may be sufficient if the EC agrees this provides a presumption of conformity, but it
only covers due process rather than outcomes.

The important matter is really whether the trained, resulting system demonstrates sufficiently
equivalent accuracy across, for example, demographic groups. We want to know that the Al
system does not show unwanted bias; the data used for training isn't necessarily important.
But how sufficiently accurate is sufficient? There is no way to answer this without understand-
ing the system’s context or intended purpose. An organisation will need to conduct a risk and
impact assessment to support a view that fundamental rights and values would not be unduly
affected. However, it is difficult to see how a regulator, court or sandbox could accept or reject
that view without an adequate and comparable alternative.

A separate but related concern is that meeting the concerns of all stakeholders may not actu-
ally be possible [47], and tradeoffs may ultimately have to be made between accuracy for the
average person and accuracy for a minority group.

Looking at Al sandboxes mobilising around the world, they generally work within existing data
privacy regulation and enforcement ecosystem as legal basis. With some exceptions:

e The Al sandbox in Germany was conducted in 2019 and represents a very specific use
case to test autonomous delivery robots with an exemption from two road and vehicle
related regulations [35]]. This specific sandbox lasted 7 months and offered a test bed for
a specific innovation.

e InRussia,afederallawin2021 enabled experimental legal regimes to be established.
The conditions for these regimes includes the necessity that the current regulation con-
tains restrictions that impede innovation. It is envisaged to be effective in the context of
different regulators. It establishes a time limit that cannot be more than three years, and



applies within a specified territory. This follows a Moscow sandbox [49] started in 2020
and open to those who engage in the development, creation, introduction, implementation or
sale of artificial intelligence technologies or individual goods, works or services based on them.

e Norway [50] and Denmark [51] have also stated an intent to also use the EU’s Ethics
Guidelines for Trustworthy Al to help with decision making in their early data privacy
sandbox focused on Al [52].

According to the Commission’s text, the detail of the sandbox modalities will be deferred to im-
plementing acts. Still, it is notable that the latest Parliament text requires competent authori-
tiesto provide guidance to achieve compliance with the regulations. It goes further inrequiring
them to provide guidance on identifying risks, and to test and demonstrate the effectiveness
of those mitigation measures for those risks. On the other hand, if risks to fundamental rights,
democracy, rule of law, health and safety or the environment cannot be mitigated immediately
- the sandbox operators can suspend the testing process and the participation in the sandbox.

Sandbox authorities are also required to cooperate within the framework of the Al Ofﬁceﬂ
The Parliament text provides more detail about the reporting processes than the Commission
version, and importantly requires detailed implementation reports to be published online.

Parliament’s version sets out that participation in the Al regulatory sandbox is limited to a pe-
riod appropriate to the project’s complexity and scale.

Inorder to create a structured regulatory learning feedback loop, the Parliament’s version also
states that if a participant complies with the guidance given to them during the sandbox, then
on exit they receive presumption of conformity. This is documented in an exit report, which
market surveillance authorities and notified bodies are required to take into account in future
conformity assessments.

One of the derogations that the Al Act allows for explicitly is concerning the privacy rights of
individuals. It allows personal data to be processed solely for the legal purpose of the sand-
box. In effect, no consent is required. This derogation is only allowed in specific situations with
specificrisk treatments. Still, it is also unclear how it could apply before the Al Act takes force.

8This is referred to as the Al Board in the original Commission proposal



Onfido provides remote biometrics identification software, using Al, to end clients such
as financial services. From July 2019 to August 2020 it worked inside the ICO sandbox
to successfully mitigate bias risks in its solution [53].

The regulator did not provided any advice for the technical mitigation of the risk, but
provided significant regulatory comfort that enabled it to mitigate risks. Specifically, the
ICO gave Onfido confidence that although race labels necessary for bias testing were
special category data, they could rely upon the public interest purpose for processing.

This is an example of a legal grey area, that when presented in a sandbox enabled a com-
pany to improve the trustworthiness of its Al solution.

Additionally, the Act calls for national data protection authorities to be associated with the
operation of the Al sandbox, where the systems are processing personal data. Both versions
of the text also add a public interest derogation, data that was collected for another purpose
can sometimes be processed in the sandbox without an additional legal basis (e.g. consent).
The situations where this can be done vary between the versions, however, public health and
safety, environmental protection and critical infrastructure resilience are included in both. If
this derogation is relied upon then there are a number of other requirements relating to secu-
rity, auditability,

Al sandboxes that are operated now by data privacy regulators are inconsistent in methods ei-
ther exempting participants from enforcement measures using no-action letters [32], exempt-
ing participants during the development phase [50] only, and providing no exemptions and in-
stead working through co-creation [33] [50] [54].

Consistently all regulatory sandboxes aim to give individualised guidance in some form.

Jurisdictional issues are likely to be frequent following implementation of the Al Act.

Firstly,there may be variationsinthe interpretation of the Al Act between member states com-
petent authorities. Secondly, and more importantly, there are many other pieces of legislation
that may be relevant. In Austria, for example, there are medical laws unrelated to Al that may
affect the use of Al services [30]. Al innovation may not simply need to comply with the Al Act,
but indeed consider changes to other norms, conventions and laws. Finally, in many cases data
privacy authorities will be just as a relevant as competent authorities under the Al Act

The Al Act encourages cross-border work within the European Union but makes little refer-



ence to any international or sector-specific collaborations. Key to such international collab-
oration will be the speed at which harmonized European standards are available and the de-
gree to which they diverge from international standardﬂ This mechanism of globalised multi-
stakeholder standardisation is a good way to collaborate internationally.

Harmonized standards, and sometimes regulation, are often described as horizontal
and vertical. Verticals in this context are specific industries or applications.

For example, examining the harmonized standards published in relation to the EU’s
Machinery Directive [55], a general horizontal standard is ISO 12100 - Safety of ma-
chinery - General principles for design - Risk assessment and risk reduction. More specific
requirements are sometimes included in vertical standards such as ISO 10218-1 - Robots
for industrial environments - Safety requirements - Part 1: Robots.

It is difficult, if not impossible, to specify detailed requirements for topics like accuracy
and oversight in horizontal standards. However, terminology, processes and metrics can
be defined horizontally.

Sector-specific collaborations, for example, for connected and autonomous vehicles [35], would
seem like clear opportunities that may benefit from special focus later.

In Sweden [34], two healthcare providers wanted to evaluate jointly training and
exchanging machine learning (ML) models for predicting readmission of heart failure
patients. It was unclear whether there was a legal basis for exchanging data. The
regulator determined that the data probably could not be shared if it was secret.

Further research [56] on this use-case has been conducted focussing on how privacy en-
hancing technologies such as fully homomorphic encryption could assist with this prob-

lem.

The Commission proposal contains no specific guidance about the number of sandboxes or
their throughput. The Parliament version [4] requires that Sandboxes must keep up with the

?].e. from ISO/IEC



demand for participation, and that they must also be free of charge to SM participants. At
least one sandbox is required operate to similar principles in each member state, and the num-
ber of startups producing high-risk Al is expected to increase significantly. Therefore, the pro-
posed Al sandbox is likely to be the largest-scale regulatory experiment ever conceived.

While budget funding, expert resourcing and sufficient training will likely be the key factors
that affect the scale of sandboxes, driving those factors is likely to be the appetite of a mem-
ber state or regulator to drive industry innovation, in contrast to producing regulatory clarity.
Clearly, that same budget and resources will be required to support national supervisory au-
thorities, notified and conformity assessment bodies - potentially creating a resource bottle-
neck across Europe.

All the sandboxes in operation run between three and twelve months and have four to eight
participants in each cohort.

In terms of estimating the amount of work required in sandboxes, it is worth considering that
existing Al sandboxes focusing on data privacy regulations go into far less detail than can be
expected of Al Act related sandboxes. For example, in the UK [53] a regulator appears to have
focussed more on helping answer a particularly regulatory question, rather than conducting a
full technical assessment of the Al system.

The Al Act is clear that sandboxes apply before a system is placed on the market, however that
isalegal concept. Placing on the market could include, as previous drafts did, an extended 'real-
world testing’ mechanism. The Coreper draft[57] of the Al Actincluded awhole Articleonreal-
world testing and laid out a series of requirements including informed consent. Importantly,
this was considered to be separate to a regulatory sandbox. The Parliament amendments [4]
have not referenced this Article and it’s current state is unclear. It could be that real-world
testing is not permitted, or it could be that real-world testing can be conducted in sandboxes
without officially placing the product on the market.

In many cases, it is questionable how much a sandbox could really achieve without real-world
end-users. If the non-real end-users are not representative of the final population, there is a
possibility that the sandbox may not identify risks to certain types of consumers, who were not
early adopters. Even if real end-users are participating, it will be necessary to ensure that they
are representative of the actual target population.

Notably, the Al sandbox in Norway [50] says that they specifically include the ongoing imple-

10Small and medium size enterprises, defined as employing less than 250 persons. They should also have an
annual turnover of up to EUR 50 million, or a balance sheet total of no more than EUR 43 million.



mentation of Al systems. While it is not ruled out by other sandboxes, most focus on product

development (ex-ante).

The following Table provides a high-level comparison of historical sandboxes with both

texts of the Al Act. Further information on the Al Act differences is available in the Appendix.

Entry criteria

Can require novelty,
societal benefit, exist-
ing licensing, particular
size/type of company

Must be transparent,
fair and open. Im-
plementing acts to

provide more detail

Limits participation to Al
providers.

Requires easy access at
Union level. Specifies more
about the process. Free

entry for SMEs.

Stakeholders Typically limited to one | Not specified Notified bodies, standard-
participant and one or isation bodies, TEFs, re-
more regulators searchers etc.

Legal basis A sandbox can be cre- | May require additional | Mandates at least one
ated by a legislative | national legislation sandbox per member state
body in new regulation and provides a legal basis
itself or by an existing for the Al sandbox.
regulator with existing
regulation.

Methods No-action letters Methods largely to be | Provide guidance on iden-
Individual Guidance setoutinimplementing | tifying risks, demonstrate

acts. the effectiveness of miti-
gation measures. Provide
presumption of conformity
on exit. Public trans-
parency of exit reports.

Jurisdiction Usually national or re- | Encourages cross- | Greater role for co-
gional border work operation through the Al

Office
Timing Ex-ante and ex-post Ex-ante Ex-ante
Throughput Typically small-scale Optional Mandatory per state and

must keep up with demand




Although sandboxes themselves are a legal innovation, by involving more stakeholders and
technology to implement the regulation, further innovation opportunities can be identified.
This section addresses such innovations.

We looked before at the different types of characteristics of sandboxes in a taxonomy. Now,
using Figure 3 we can explore how different potential innovations can affect those character-
istics.

Enables focus areas .
Umbrella sandboxes Entry criteria

i Improves decision making
Participatory Al Stakeholders

i } Allows more flexible decision making |
Progressive regulation

Methods ’

codes knowledge

Standards and Certification Throughput ’

Accelerates review

Structured transparency

A recent Ada Lovelace report about the Al supply chain identifies that there are not only
many types of accountable stakeholders in the supply chain of Al systems but also many differ-
ent potential accountability configurations. It concludes that transparency mechanisms be-
tween the stakeholders are essential for Al regulation.

Arecently published ISO/IEC Technical Report covering functional safety engineering and
Al (both of which are horizontal topics) places a lot of importance on explainability, in that it is



key to using existing safety standards with Al. This is because explainability allows for scrutiny
of how the system is working. However, many systems will not be able to rely on explainability.
Instead, many will turn to governance processes, verification and validation procedures, and
ongoing system monitoring.

Governance procedures must include understanding the provenance of the training data and
the processes used to train ML models. This is a particularly relevant piece of information that
is likely to be needed to be exchanged. Various initiatives, such as Google’s Model Cards [60]
and the UK’s algorithmic transparency standard [61], attempt to address this, but no standard
has yet emerged. Hugging Face, the open source (but for-profit) Al provider has developed
additional guidance on model cards, including machine-readable versions [62].

Various groups have called for more advanced, technically-led regulatory innovation:

e Areport by the Future Society in 2020 called on the European Commission to integrate
both ex-ante and ex-post compliance mechanisms in the same governance system, design
shared testing facilities, and use agile approaches [63].

e Work completed by the Global Digital Foundation describes [64] an information flow in
the chain of assurance, passing an ‘assurance file’ between actors to provide information
from the development and use of the Al system.

e Researchersin Finland [65] also propose that sandboxes utilise ML monitoring through-
out the sandbox Al system lifecycle to facilitate continuous experimentation and learn-

ing.

e Some early research [66] investigates how privacy enhancing technologies can be com-
bined with structured transparency to enable Al governance.

The Al Act contains an article about record keeping and logging, and the European Commis-
sion, in the Al standardisation request [67], has asked CEN/CENELEC, as the lead European
Standardisation Organisation, to design technical standards supporting logging. It is possible
to envisage that the amount of data available about the behaviour of Al systems will grow large
and be monitored in an increasingly real-time manner. In fact, in Article 54, which covers the
use of data in the public interest, mentions effective monitoring to mitigate risks.

Alarge-scale transparency system for high-risk Al systems could involve the continuous obser-
vation, assessment, and oversight of Al deployments at a significant scale. Such a system would
aim to detect potential issues, ensure compliance with regulations and ethical guidelines, and
maintain accountability. Key components and considerations for a large-scale monitoring sys-
tem for Al systems could include:

e Data Collection: The monitoring system would gather data from deployed Al systems,



which mayinclude input data, output predictions, system logs, performance metrics, user
feedback, and any relevant contextual information. This data serves as the basis for mon-
itoring and analysis. These systems may also collect ground truth, where possible.

¢ Model Performance Evaluation: Regular evaluation of Al model performance is crucial.
The monitoring system can employ techniques like A/B testing, model comparison, and
statistical analysis to assess model accuracy, robustness, and generalisation across dif-
ferent data sets and scenarios. Continuous monitoring ensures that models maintain
high-performance levels and can identify degradation or concept drift over time.

¢ User Feedback and Complaints Handling: Incorporating user feedback and complaints
handling mechanisms allows for a user-centric monitoring approach. The system can col-
lect and analyse user feedback, complaints, or reported incidents to understand user ex-
periences and address any issues promptly. This feedback loop helps improve the Al sys-
tem’s usability, effectiveness, risk management process and adherence to user expecta-

tions.

Considerations around data privacy, security, scalability, and resource allocation would be cru-
cial for the successful implementation of such a system.

Key innovation questions that need to be addressed in this area are:

e Should mechanisms for transparency be standardised? Or be industry or open-source
led?

e Should standardised transparency mechanisms reach into the development process, into
the governance processes, or even into real-time operation?

Looking at FinTech again, some research [22] identifies an option for better regulation. It iden-
tifies some market trends that may affect future regulatory sandboxes:

¢ Increasingly diverse geographical distribution of startups and increasing scale.
¢ Increasing opportunity for automated regulation driven by technical innovation.
¢ Increasing amounts of data available to inform regulation.

The same research encourages innovation in how regulatory sandboxes are implemented. In-
novation could lower the barriers to entry, as more innovators could participate. For example,
innovation could reduce information asymmetry and increase transparency. It also suggests a
staged(progressive) implementation of regulation:



Providing non-binding advice through some form of innovation hub

Providing a testing and test and experimentation facility

Providing a regulatory sandbox (or umbrella sandbox) which widens the scope of testing

Providing a restricted licensing scheme while innovators grow their revenue and then

progression to a full license.

Using this approach, the regulatory complexity and cost should therefore grow in proportion
to the risk and revenue, embedding proportionality.

Innova- . Limited Full
i Testing Sandbox
tion hub launch launch

Some Al-specific policy research [68] suggests that sandboxes can be viewed as ex-ante and
ex-post placing on the market. It envisages a virtual sandbox that supports the evaluation of
conformity of the Al-based system with regard to technical specifications, horizontal and ver-
tical regulation, and ethical principles in a controlled and limited testing environment. Once
conformity has been verified, sandboxes can be used to interface with the deployed Al-based
asset via the established monitoring plan, so that information about its post-market function-
ing can be collected and processed. This information is used by the national supervisory au-
thority to evaluate compliance.

One example of why this may be necessary is that Al systems can continue to learn after being
placedonthe marke Inthe USA, the FDhas issued draft guidance[69] for pre-determined
change control plans for ML enabled medical devices. These anticipate modifications in ad-
vance and determine them to be safe, removing the need for new submissions to the regulator
when the model is updated.

Other research has highlighted the importance of auditability of Al systems given the envis-
aged focus on certification in the implementation of the Al Act [68]. Yet further research sug-
gests that a focus on governance and management practices in sandboxes will help small busi-

nesses move from development to concrete implementation [70].

11This can be the result of scheduled retraining based on new data observed, reinforcement learning, or other

approaches.
12Fo0d and Drug Administration



A Nesta report on Anticipatory Regulation [71] differentiates adaptive and anticipatory regu-
lation. Anticipatory regulation brings more inclusion and engagement than a classical regula-
tory sandbox.

Anticipatory Regulation includes a wide variety of stakeholders, many of which are directly
involved in the research and evidence building activities. Autonomous vehicle (AV) testbeds,
for example, involve the coordinated actions of regulators, local authorities (often cities and
regional governments), research institutions and technology companies.

This section outlines some ways that different stakeholders can be integrated into the sandbox
process.

UMBRELLA SANDBOXES

The FCA called for the concept of an umbrella sandbox to be set up by the private sector as a
non-profit [13] authorised by the regulator. The umbrella could act as a regulated entity, re-
moving a barrier to entry into financial services. Rather than just using real data, data-sharing
agreements and the use of privacy-enhancing technologies could deliver significant additional
innovation testing benefits.

Disposing of the need for licensing may less relevant to the Al Act in some sectors. Data-
sharing agreements between innovation partners could be helpful, especially if it was driven
by technology and shared amongst market participants. These might be especially relevant at
the sectoral level.

Singapore created an industry committee with public and private sector members to
oversee integration of autonomous vehicles after the Land Transport Authority gave
greater flexibility around transport laws to test AVs on public roads.

A test and experimentation facility was also created to improve AV technology in both a
live and laboratory environment.

One benefit of umbrella sandbox is that they can potentially target particular use cases. For
example, an industry actor could wish to enable innovation in a specific domain with related
datasets and regulatory challenges. This domain might benefit from many different applica-
tions of Al, and different companies could collaborate, combining aspects of innovation hubs,
testing and experimentation facilities and a regulatory sandbox.

For example, medical diagnostic datasets might be identified that multiple companies would



benefit from access to. An umbrella sandbox could establish a data trust as a service, [72] dis-
cuss withregulatory actors appropriate legal methods for data sharing, or appropriate privacy
enhancing technologies that could be applied. This would then enable datasets to be provided,
similar to a testing and experimentation facilities. Analysis with suitable stakeholders about
the risks associated with the datasets could be conducted in both a centrally-enabled and use-
case specific manner. Where innovative solutions are further developed, engagement between
the innovator and the regulator is facilitated by the umbrella sandbox.

This approach supports innovation in both Al and regulation, in a way where efficiency is max-
imised and thus cost is minimised for all parties.

PARTICIPATORY Al

Participatory Al is the involvement of members of the public in an Al project or intervention,
incorporating perspectives and experience. Public participation is an approach used in other
fields [73] and is particularly relevant given the concern about the societal impact of Al.

A wide range of participatory approaches are
possible. The Norwegian Al sandbox [74] fo-
cussed on openness and published plans, in-
sights and examples to the public. The sandbox
should benefit the public and the market, not
only Al technology providers. textbf A Nesta
report [75] from 2021 proposed a more inte-

grated operational framework for public stake-
holder engagement in developing Al, including several case studies. Other researchers [76]
conclude that participatory Al is hindered by corporate profit motives and concerns over cor-
porate exploitation, suggesting it may be more effective outside of a corporate environment.

The CQC ran three sandboxes in 2019/2020 [77] focused on Al digital triage, screening
and diagnostics, and personal assistants. They found it valuable to be able to draw upon
the contributions of people with lived experience of care. This helped keep a focus on
enabling services to provide the right care for the people who need it.

Another approach used in European standardisationis that trade unions, consumers and SMEs
are given a funded voice at the table of relevant technical standards projects. This ensures
some level of public participation when reaching a consensus on soft law in the form of stan-
dards. The same approach could be used in sandboxes, drawing both public views and alterna-
tive stakeholders into the process.

At the moment civil society and social stakeholders are barely mentioned in the Al Act in the



context of sandboxes. Even the Parliament version only mentions their involvement in the con-
text of Al solutions that are specifically intended to provide socially and environmentally ben-
eficial outcomes.

STANDARDS AND CERTIFICATION DEVELOPMENT

Regulatory sandboxes can provide valuable benefits to the development of international and/or
harmonized standards in several ways:

e Regulatory sandboxes serve as testing grounds which enable the identification of reg-
ulatory gaps, ambiguities, or inefficiencies that may hinder the effective deployment of
their technologies. Close observation and interaction with sandbox participants allow
regulators to gain insights into these regulatory issues. This first-hand understanding of
the challenges participants face can inform discussions on the need for international or
harmonized standards to address these gaps.

e Theexperiences and insights gained within regulatory sandboxes can be shared with rel-
evant standardisation bodies. Sandbox participants, including technology developers,
industry representatives, and regulatory authorities, can contribute to standardization
discussions by providing feedback, case studies, and lessons learned.

e Regulatory sandboxes canalsoserve as testing grounds for international standards in de-
velopment. By piloting or implementing international standards within the sandbox en-
vironment, regulators can assess their applicability, effectiveness, and practicality. This
testing phase allows for iterative improvements and refinements to the standards, en-
suring they are fit for purpose and adaptable across different jurisdictions.

In addition to standards development organisations, other organisations can develop certifica-
tion mechanisms that support the Al Act, such as ForHumanity. The sandbox provides a plat-
form by which these certification mechanisms can be trialled in the context of the regulation
to see if they can provide alternative mechanisms of compliance.

In this section, we discussinnovation activities that are not directly in scope of regulatory sand-
boxes, but are related. By using innovation hubs to disseminate non-binding advice, demand
for regulatory sandbox support can be reduced. By using test and experimentation facilities to
establish industry benchmarks, decision making in sandboxes can be improved.



The growing pace of technical innovation is driving more granular and bespoke regulation that
is being supported by a new area of innovation, RegTech.

Generally speaking, RegTech solutions are software or technology-driven tools that help or-
ganisations automate and streamline their regulatory compliance processes. These solutions
leverage technologies such as Al, ML and big data analytics to address regulatory challenges
efficiently.

e Solutions for transaction monitoring leverage advanced analytics and anomaly
detection techniques to identify suspicious activities and potential financial
crimes. They analyse transactional data in real-time, flagging suspicious patterns
or unusual behaviours for further investigation and helping organisations comply
with AML regulations.

e Solutions for regulatory reporting automate the collection, validation, and sub-
mission of required regulatory reports to relevant authorities. These solutions
ensure accurate and timely reporting while reducing manual efforts and improving
data quality.

e Solutions for risk management to assist organisations in identifying, assessing, and
managing regulatory risks. These solutions use data analytics and predictive mod-
ellingto analyse risks, monitor compliance gaps, and provide real-timerisk insights.
They help organisations pro-actively mitigate risks and maintain compliance.

RegTech has historically been driven by FinTech regulatory innovation, but many solutions are
coming to market to help with these goals inthe Al domain. As Al systems are continually being
updated, it makes sense that technical solutions to monitor them should be used in order to
achieve the throughput of regulatory events required. In order to drive RegTech innovation
for Al compliance, it could be useful to have a text and experimentation facility dedicated to Al
compliance tools themselves.

Other types of innovation facilities exist in addition to regulatory sandboxes. However, the
literature is not consistent in its terminology describing them as innovation hubs, testing and
experimentation facilities and data spaces. Innovation hubs do not provide the same level of in-
dividualised or binding guidance compared to sandboxes, therefore significantly reducing the



cost and risk for the regulator.

Some researchers [78] define an innovation hub as simply a portal for a regulatee to obtain a
non-binding response from a regulator. The same researchers recommend an innovation hub
be runin parallel with the regulatory sandbox. Concluding that it supports innovation and reg-
ulatory learning better than a regulatory sandbox and at a greater scale.

While the EU has established a similar concept
of digital innovation hubs, they do not include
regulatory guidance within their scope. Nor is
an innovation hub likely to produce regulatory
change in the same way a regulatory sandbox
might. Nevertheless, properly funded and man-
aged to provide advice on compliance to inno-
vators may help reduce the financial burden of

complying.

Both versions of the text suggest that at least SMEs should be given access to guidance on the
implementation of the regulation. The wording in the Parliament version is stronger and more
specific about the way this should be achieved.

The FCAinthe UK offersinterestinginnovation facilities focussing on providing synthetic, pub-
lic or anonymised high-quality financial data sets and over 1000 API#E [6]. This can also be
thought of as a 'data space’ or a 'testing and experimentation facility’ - a secure environment
that pools resources together. SMEs, technology providers, regulators or governments can
also create these to test capabilities on datasets [17] and dedicate or create physical environ-
ments [35].

This concept can be extended beyond regulatory innovation to truly supporting innovators
with a platform to experiment, validate, and refine their technical solutions while adhering to
specific regulatory requirements and guidelines.

Atesting and experimentation facility can also involve the creation of simulated environments
or testbeds where participants can deploy and test their software, systems, or prototypes. The
sandbox environment often includes specific datasets, simulated user interactions, or simu-
lated production environments to mimic real-world scenarios. This can be achieved through
data, for example, the FCA sandbox might offer synthetic financial transactions that Al anti-
money laundering innovations can be tested with. In turn, these activities can lead to bench-

B3 Application Programming Interfaces are procedures that allow the creation of applications that access the
features or data of another application



marking, that s, establishing standards of performance for ause case. In this example, itis clear
that regulatory experimentation to support innovation drives secondary innovation that helps
enable regulation.

The EU launched four projects to build similar facilities in 2023 [79]. These four projects will
build environments supporting healthcare, agriculture, manufacturing and smart cities.

ML benchmarks are pairings of performance metrics and datasets applied to a specific

algorithmic objective. Given any ML model, it is probably possible to select a dataset and

a performance metric that shows it performs well. Standardised benchmarks, for example
for the detection of malaria species from blood smears can be built upon specific open
datasets [80].

Benchmarks can enable regulators to evaluate whether a solution is providing state-of-the-
art compliance with the objectives of the Al Act, particularly around accuracy. Anillustrative

example of this is included later in this report in section 5.2.

In this section we look at the likely number of Al applications that will be subject to the Al Act,
and the likelihood they will seek advice from a Sandbox. A number of factors affect this:

The number of Al systems in scope of regulation

It is hard to determine the full impact of the Al Act, in part as we do not know in full how Al will
be used. For example, all toys aimed at children under 14 in Europe require conformity assess-
ment under sectoral regulations. To what extent will toy manufacturers look to use generative
Al to enhance toys?

The EU’s own impact assessment estimated that 5-15% of Al applications would be high-
risk and calculated that the cost of compliance (over time) would be 4-5% of the spend on those
applications.

The impact assessment assumes that the average spend on an Al application development is
€170k. That would mean that their low estimate for Al spending in Europe in 2025 (€30 billion)
represents hundreds of millions of Al systems. Even assuming only 5% of those are regulated,
that is still more than eight million Al systems made in Europe that will be regulated.

The stakeholders that are regulated



The impact assessment is also assuming that the creation of an ML model in Europe creates an
instance of compliance. In fact, the creation of an ML model anywhere that is intended to be
used in Europe (or with European citizens as subjects) falls in scope.

It is also more likely the deployed Al system that is more likely to be regulated, not the ML
model. Many requirements of the Act and its supporting standards will put significant obli-
gations on deployers, as they are the ones who control the context of use and the overall risk
management system.

As aresult, the EU may have underestimated the likely demand from innovators for guidance
in the sandbox framework, and other types of measures to support innovation.

The frequency of regulatory events

Under the Al Act, a system must re-undergo conformity assessment if it is in scope of Act, and is
substantially modified. It is not yet fully understood how substantial that modification should
be. The prevailing assumption is that the system must be changed in a way that puts it outside
of the parameters or results from the previous conformity assessment. This would potentially
include retraining an existing model, unless the previous conformity assessment had included
assertions about the potential range of change resulting from retraining, and verified it.

The timing of the regulatory events

Speakingin abstract terms, least regulatory clarity will exist at the point until harmonised stan-
dards are published, this will increase when notified bodies start taking decisions or sandboxes
start giving guidance. Then, when enforcement starts we can expect further clarity.

The further we are down the path from the current point, the lower the demand for sandboxes
will be. As innovation hubs start to provide general and non-binding guidance based on clar-
ity gained from external events, it will be less necessary to seek the individualised guidance a
regulatory sandbox offers.

As currently planned, the EU’s Al sandboxes will be the largest scale regulatory experimenta-
tion activity ever attempted. Scaling to meet the market demand will be a huge challenge. The
difference between the number of Al systems being placed on the market and the number that
existing sandboxes can handle is stark.

It also seems inevitable that one of the key challenges for all sandboxes will be getting the entry
criteria and application process right. This will be important to ensure the goals of protecting
competition and innovation are achieved, but also to ensure that novel innovations are priori-
tised. Only by consuming novel innovations or applications is regulatory learning achieved.
Another key challenge will be efficiently codifying that learning in future regulatory guidance



or standards, so that the next organisation can get general guidance from an innovation hub
rather than individualised guidance from a regulatory sandbox.

Any delay to harmonized standards could result in a very high demand for individualised guid-
ance, coupled with a more expensive decision-making process for a regulator.

The Bank of England compiled ML case studies from the firms it regulates [82], and one of the
most common areas of use was credit underwriting. ML is used to support lending decisions,
typically as part of a wider scoring process and sometimes as a direct input to an automated
underwriting process. In this illustrative case study, a European non-bank lender plans to use
an internally developed ML model - without human supervision - to complete credit card un-
derwriting in full. The ML model has access to the applicant’s historical financial data through
interoperability with multiple banks and is producing a prediction of whether the applicant will
default on a payment in the first year.

The firm is aware that creditworthiness assessment is a high-risk use case in the context of
the proposed EU Al ActE] and that it needs to plan for compliance. The firm decides to pursue
harmonized standards compliance and engages an external consultant. The consultant imple-
ments an Al quality management system based on a harmonized standard but also tells the firm
that they also need to consider use-case specific risks in relation to accuracy and human over-
sight, and compliance is not gained automatically from implementing the quality management
system. Harmonized standards for conformity assessment of creditworthiness models do not
exist yet. However, the consultant is able to provide general requirements and guidance from
cross-sector standards on testing, bias, oversight and quality. The firm engages with a national
innovation hub for guidance - how can they show that they have sufficient accuracy and over-
sight? The innovation hub is easy to reach but is not able to provide answers. As there are no
harmonized standards covering the use case, and there is no regulatory guidance to refer to
yet, they recommend applying to the local financial services Al sandbox.

While waiting for a response from the sandbox, the firm reviews its internally identified risks.
The accuracy of the model is sufficient for business purposes, however, it is 25% less accurate
for women, which will result in some women being incorrectly denied credit. It is possible for
an applicant to request a human review, but the firm believes it is unlikely many people will
request this.

The firm is accepted into the sandbox and has its first meeting with regulators to scope the
engagement. It is decided that the financial services regulator will take the lead. The key sand-

4 Annex 11 5.b



box objective for the firmis to identify how to determine whether 25% lower accuracy for one
gender is acceptable to the regulator, the regulator also wishes to review the risk assessment
to ensure it is complete. The regulator provides a letter confirming they will not take any en-
forcement action in relation to the sandbox discussions, and the firm provides the full risk as-
sessment documentation, training data and test results from the ML model to the regulator to

review.

Some time passes, and the regulator calls a
meeting. This time they have added a civil so-
ciety stakeholder who represents marginalised
groups in financial services. The regulator ex-
plains that in their inspection of the test results,
they were unable to understand how lending
decisions were made in many cases. The civil so-
ciety stakeholder believes that there is an unjus-

tified correlation between seasonal income and
a negative lending decision. The regulator also cautions that seasonal income could correlate
with membership of a protected group and that this should be investigated.

The regulator then provides a short overview of a FinTech test and experimentation facility
that includes synthetically generated historical financial data from across the industry. While
the firm’s intended way of using the ML model is novel, the application of predicting creditwor-
thiness is not. The regulator is able to point to a benchmark across several other ML models
that shows less than a 5% accuracy difference between genders. The firm is asked to investi-
gate both of these issues.

A few weeks pass and the firm requests a follow-up meeting, including a senior data scientist.
The data scientist explains changes that have been made to the model that have increased the
likelihood of seasonal workers obtaining loans. They have also retrained their model using data
from the test and experimentation facility and have been able to reduce the accuracy differ-
ence between genders to 5%. However, in doing so, the overall accuracy of the model has de-
graded by 10%, which compromises the business case.

Theregulatorindicates that the firm canstill use the more generally accurate model, but it must
explain the limitations clearly on the application website and encourage applicants to request
a human review if they believe the decision was incorrect, and they must submit to ongoing
monitoring of the review rate.

Considering this from a business perspective, the firm decides to proceed with the discrimi-
natory but more accurate model. The regulator follows up in writing, providing approval for
the firm to begin transacting, subject to the stated conditions, and reporting back monthly on



review statistics.

After six more months and five more meetings between the regulator and the firm, sufficient
reviews are being requested by applicants that the regulator is convinced the appeal mech-
anism is providing a sufficient risk treatment. The firm exits the sandbox with full approval
from financial services and Al regulators.

The financial services and Al regulators meet as a follow-up, and they update regulatory guid-
ance for firms who are producing ML for certain purposes to compare performance to certain
benchmarks. They also publish a report showing how oversight and redress mechanisms can
assist with mitigating the impact of technical issues.

The EU’s current proposed texts for the Al Act both lay out a vision for a network of sandboxes
across the EU, each with different stakeholder groups. At the same time, this is a much greater
ecosystem of stakeholders than in previously studied FinTech sandboxes. These will need to
’keep up with demand’ and be free to SMEs, which could consume significant resources to de-
liver in practice. It is expected that regulators will struggle with expert capacity in the sand-
boxes.

Giventhefocusinthe literature put on transparent entry criteria [29], it is notable that the cur-
rent text confirms it will publish criteria but delegates the actual criteria to future implement-
ing acts. The current text also speaks little to the methods of the Al sandboxes, only compelling
the sandboxes to provide guidance.

Figure[5|below illustrates the key factors that this report highlights that can help ensure regu-
latory sandboxes have a positive impact on innovations, as highlighted throughout this report.

The proposal for sandboxes in the Al Act needs to also be viewed in the context of other mech-
anisms to place products on the market:

e Anorganisation can, in many circumstances, simply self-assess itself against harmonized

standards. However, these standards do not yet exist, and the timeline is in question.

e An organisation can also submit to a conformity assessment review by a notified body, a
process that is required for some high-risk use cases.

e An organisation could submit to an independent third party certification scheme that is
itself in line with harmonized standards.



Demand Throughput

Availability of innovation hubs Number of sandboxes
Vertical harmonized standards agreed Umbrella sandboxes
Speed that regulatory learning is codified into guidance Standardised technical transparency mechanisms

Positive impact of
sandboxes on innovation

Number of benchmarks that exist

Progressive regulatory approach

Vertical harmonized standards agreed

Wide range of stakeholders participate

Horizontal harmonized standards agreed

Effective decision making

¢ An organisation can simply put a product on the market, claiming compliance with the

law.

Put in this context, it would seem unlikely that a sandbox would necessarily be a preferred
route for innovators unless they are breaking new ground. However, if standards are delayed
[83], it may be the cheapest option to get regulatory clarity. If this becomes the case, and san-
boxes do manage to meet demand, then the viability and profitability of notified bodies could
also be threatened [84].

At a national level, it is clear that competent authorities need to invest in national innova-
tion hubs to accompany sandboxes - or other ways for companies to obtain non-binding or
general regulatory comfort.

The availability and effectiveness such mechanisms, and the availability of vertical harmo-
nized standards, are key to ensuring that Al providers and deployers can get advice quickly

and cheaply. However, innovations hubs require regulatory guidance, which in turn requires

sandboxes.
Without the implementation of vertical harmonized standards well in advance of the Al Act

taking effect, demand for sandboxes will likely outstrip supply.




The sandboxes are also likely to suffer from significant difficulty in making decisions, and the
early lack of a complete set of standards will increase the pressure on this process. Regulators
will likely be forced to seek guidance from competent authorities, which in turn may need to
seek guidance from the envisaged Al Board, or its independent pool of experts.

To accelerate decision making decisions, and thereby overall efficiency, Europe should en-
able the provision of data into testing and experimentation facilities, leading to benchmarks
of different solutions?.

The provisions for sandboxes to test with real data and users should be clarified in the Al
Act, and a progressive regulatory approach should be used?.

Finally, a wide range of stakeholders should be involved to input into sandboxes. The Parlia-
ment text is preferred in this regard, however invitations should be extended to civil society
groups in a wider range of scenarios? to make inclusive decisions. They also need to find

ways to involve Al deployers into regulatory sandboxes.

Facilitating the involvement of standardisation experts directly in the sandboxes will also
create positive feedback loops and reduce the cost of enforcement post-standardisation.
This will enable regulators to understand the state of the art of best practices, and stan-
dardisation experts to find gaps in detail and coverage.

Obviously, the number of sandboxes that are mobilised is key - and the Parliament text pro-
poses to increase this by requiring each member state to initiate a sandbox. While establishing
an effective enforcement regime at scale is an inevitable challenge, there are opportunities
that regulators can seize. Innovative approaches can help with throughput and accelerating
the objectives of sandboxes.



It could be possible to create a Testing and Experimentation Facility in relation to trans-
parency of general Al system meta-data’. This facility could leverage the Al Act’s logging re-
quirements to drive RegTech innovations that support governance and regulation through-
out the Al system lifecycle. This facility could also test assurance tools, methods and certi-
fication mechanisms from third parties. Ultimately, such innovations will reduce the cost of
enforcement, and sandboxes, and enable a more progressive approach to regulation during
product development.

Standardising the exchange of technical information between stakeholders in the complex
Al ecosystem can significantly reduce effort and uncertainty in the assessment process. So-
lutions can range between standardised exchange of 'model cards’, through to standardised
monitoring procedures leveraging the logging requirements of the Al Act.

Creation of sandboxes that leverage third-party assessment schemes can alleviate resource
demands?. Focus on particular sectors with common needs, potentially integrated with Test

and Experimentation Facilities, can also produce innovative results.

Umbrella sandboxes led by industry stakeholders focussed on specific data or policy related
areas may maximise efficiency and throughput for all parties®.




At the time of writing, there is a Commission [2] and a Parliament [4] version of the Al Act.

These differ in relation to sandboxes in the following normative ways. Except where converted

to normative text, the recitals are not compared.

Only defined in recitals

A controlled environment estab-
lished by a public authority that
facilitates the safe development,
testing and validation of innovative
Al systems for a limited time before
their placement on the market or
putting into service pursuant to a
specific plan under regulatory super-

vision

Sandbox  defini-
tion

Article 3(44g)
Mandate

Article 53, para 1

Al regulatory sandboxes established
by one or more Member States com-
petent authorities or the European
Data Protection Supervisor shall pro-
vide a controlled environment that
facilitates the development, testing
and validation of innovative Al sys-
tems for a limited time before their
placement on the market or putting
into service pursuant to a specific
plan. This shall take place under
the direct supervision and guidance
by the competent authorities with
a view to ensuring compliance with
the requirements of this Regulation
and, where relevant, other Union and
Member States legislation supervised
within the sandbox.

Member States shall establish at least
one Al regulatory sandbox at national
level, which shall be operational at the
latest on the day of the entry into ap-
plication of this Regulation This sand-
box can also be established jointly
with one or several other Member
States;




Mandate Not covered Additional Al regulatory sandboxes at

Article 53 para regional or local levels or jointly with

1(a) (new) other Member States may also be es-
tablished;

Mandate Not covered The Commission and the European

Article 53 para Data Protection Supervisor, on their

1(b) (new) own, jointly or in collaboration with
one or more Member States may also
establish Al regulatory sandboxes at
Union level;

Throughput Not covered Establishing authorities shall allocate

Article 53 para sufficient resources to comply with

1(c) (new) this Article effectively and in a timely
manner;

Scope Not covered Al regulatory sandboxes shall, in ac-

Article 53 para 1d

(new)

cordance with criteria set out in Arti-
cle 53a, provide for a controlled envi-
ronment that fosters innovation and
facilitates the development, testing
and validation of innovative Al sys-
tems for a limited time before their
placement on the market or putting
into service pursuant to a specific
plan agreed between the prospec-
tive providers and the establishing
authority;




Objectives
Article 53 para
1(e) (new)

Not covered

The establishment of Al regulatory
sandboxes shall aim to contribute
to the following objectives: (a) for
the competent authorities to provide
guidance to Al systems prospective
providers providers to achieve regu-
latory compliance with this Regula-
tion or where relevant other applica-
ble Union and Member States legisla-
tion; (b) for the prospective providers
to allow and facilitate the testing and
development of innovative solutions
related to Al systems; (c) regulatory
learning in a controlled environment.

Methods
Article 53, para
1(f) (new)

Not covered

Establishing authorities shall provide
guidance and supervision within the
sandbox with a view to identify risks,
in particular to fundamental rights,
democracy and rule of law, health and
safety and the environment, test and
demonstrate mitigation measures
for identified risks, and their effec-
tiveness and ensure compliance with
the requirements of this Regulation
and, where relevant, other Union and

Member States legislation;




Methods
Article 53, para 1g

(new)

Not covered

Establishing authorities shall provide
sandbox prospective providers who
develop high-risk Al systems with
guidance and supervision on how to
fulfil the requirements set out in this
Regulation, so that the Al systems
may exit the sandbox being in pre-
sumption of conformity with the spe-
cific requirements of this Regulation
that were assessed within the sand-
box. Insofar as the Al system com-
plies with the requirements when ex-
iting the sandbox, it shall be pre-
sumed to be in conformity with this
regulation. In this regard, the exit re-
ports created by the establishing au-
thority shall be taken into account by
market surveillance authorities or no-
tified bodies, as applicable, in the con-
text of conformity assessment proce-
dures or market surveillance checks;

Jurisdiction
Article 53, para 2

Member States shall ensure that to
the extent the innovative Al systems
involve the processing of personal
data or otherwise fall under the
supervisory remit of other national
authorities or competent authorities
providing or supporting access to
data, the national data protection
authorities and those other national
authorities are associated to the op-
eration of the Al regulatory sandbox.

Establishing authorities shall ensure
that, to the extent the innovative
Al systems involve the processing
of personal data or otherwise fall
under the supervisory remit of other
national authorities or competent
authorities providing or supporting
access to personal data, the national
data protection authorities, or in
cases referred to in paragraph 1b
the EDPS, and those other national
authorities are associated to the op-
eration of the Al regulatory sandbox
and involved in the supervision of
those aspects to the full extent of
their respective tasks and powers;




Methods
Article 53 para 3

The Al regulatory sandboxes shall not
affect the supervisory and corrective
powers of the competent authorities.
Any significant risks to health and
safety and fundamental rights identi-
fied during the development and test-
ing of such systems shall result in im-
mediate mitigation and, failing that,
in the suspension of the development
and testing process until such mitiga-
tion takes place.

The Al regulatory sandboxes shall
not affect the supervisory and cor-
rective powers of the competent au-
thorities, including at regional or lo-
cal level. Any significant risks to fun-
damental rights, democracy and rule
of law, health and safety or the envi-
ronment identified during the devel-
opment and testing of such Al sys-
tems shall result in immediate and
adequate mitigation. Competent au-
thorities shall have the power to tem-
porarily or permanently suspend the
testing process, or participationinthe
sandbox if no effective mitigation is
possible and inform the Al office of
such decision;

Methods
Article 53 para4

Participants in the Al regulatory
sandbox shall remain liable under
applicable Union and Member States
liability legislation for any harm
inflicted on third parties as a result
from the experimentation taking
place in the sandbox.

Prospective providers in the Al reg-
ulatory sandbox shall remain liable
under applicable Union and Mem-
ber States liability legislation for any
harm inflicted on third parties as a
result of the experimentation taking
place in the sandbox. However, pro-
vided that the prospective provider(s)
respect the specificplanreferredtoin
paragraph 1c and the terms and con-
ditions for their participation and fol-
low in good faith the guidance given
by the establishing authorities, no ad-
ministrative fines shall be imposed by
the authorities for infringements of
this Regulation;




Jurisdiction
Article 53 para 5

(new)

Member States’ competent authori-
ties that have established Al regula-
tory sandboxes shall coordinate their
activities and cooperate within the
framework of the European Artificial
Intelligence Board. They shall submit
annual reports to the Board and the
Commission on the results from the
implementation of those scheme, in-
cluding good practices, lessons learnt
and recommendations on their setup
and, where relevant, on the appli-
cation of this Regulation and other
Union legislation supervised within
the sandbox.

Establishing authorities shall coordi-
nate their activities and cooperate
within the framework of the Al office;
Establishing authorities shall inform
the Al Office of the establishment of a
sandbox and may ask for support and
guidance. A list of planned and exist-
ing sandboxes shall be made publicly
available by the Al office and kept up
todateinorder toencourage morein-
teractionin the regulatory sandboxes
and transnational cooperation; Es-
tablishing authorities shall submit to
the Al office and, unless the Commis-
sion is the sole establishing authority,
to the Commission, annual reports,
starting one year after the establish-
ment of the sandbox and then every
year until its termination and a final
report. Those reports shall provide
information on the progress and re-
sults of the implementation of those
sandboxes, including best practices,
incidents, lessons learnt and recom-
mendations on their setup and, where
relevant, on the application and pos-
sible revision of this Regulation and
other Union law supervised within
the sandbox. Those annual reports or
abstracts thereof shall be made avail-
able to the public, online;




Entry criteria and
methods
Article 53 para 6

The modalities and the conditions
of the operation of the Al regula-
tory sandboxes, including the eligi-
bility criteria and the procedure for
the application, selection, participa-
tion and exiting from the sandbox,
and the rights and obligations of the
participants shall be set out in imple-
menting acts. Those implementing
acts shall be adopted in accordance
with the examination procedure re-

ferred to in Article 74(2).

The Commission shall develop a sin-
gle and dedicated interface contain-
ing all relevant information related
to sandboxes, together with a single
contact point at Union level to in-
teract with the regulatory sandboxes
and to allow stakeholders to raise en-
quiries with competent authorities,
and to seek non-binding guidance on
the conformity of innovative prod-
ucts, services, business models em-
bedding Al technologies; The Com-
mission shall proactively coordinate
with national, regional and also local

authorities, where relevant;

Stakeholders
Article 53 para 6
(new)

Not covered

For the purpose of paragraph 1 and
1a, the Commission shall play a com-
plementary role, enabling Member
States to build on their expertise and,
on the other hand, assisting and pro-
viding technical understanding and
resources to those Member States
that seek guidance on the set-up
and running of these regulatory sand-
boxes;




Entry criteria Not covered
Article 53a (new)
1, 2a-c

1. In order to avoid fragmentation
across the Union, the Commission,
in consultation with the Al office,
shall adopt a delegated act detailing
the modalities for the establishment,
development, implementation, func-
tioning and supervision of the Al reg-
ulatory sandboxes, including the eli-
gibility criteria and the procedure for
the application, selection, participa-
tion and exiting from the sandbox,
and the rights and obligations of the
participants based on the provisions
set out in this Article;

2. The Commission is empowered to
adopt delegated acts in accordance
with the procedure referred to in Ar-
ticle 73, no later than 12 months fol-
lowing the entry into force of this
Regulation and shall ensure that:

a) regulatory sandboxes are open to
any applying prospective provider of
an Al system who fulfils eligibility and
selection criteria. The criteria for ac-
cessing to the regulatory sandbox are
transparent and fair and establishing
authorities inform applicants of their
decision within 3 months of the appli-
cation;

b) regulatory sandboxes allow broad
and equal access and keep up with de-
mand for participation;

c) access to the Al regulatory sand-
boxes is free of charge for SMEs and
start-ups without prejudice to excep-
tional costs that establishing authori-
ties may recover in a fair and propor-
tionate manner;




Stakeholders Not covered
Article 53a
(new)(d)

regulatory sandboxes facilitate the
involvement of other relevant actors
within the Al ecosystem, such as no-
tified bodies and standardisation or-
ganisations (SMEs, start-ups, enter-
prises, innovators, testing and exper-
imentation facilities, research and ex-
perimentation labs and digital inno-
vation hubs, centers of excellence, in-
dividual researchers), in order to al-
low and facilitate cooperation with
the public and private sector;

Methods Not covered
Article 53a (new)

(e-g)

e) they allow prospective providers
to to fulfil, in a controlled environ-
ment, the conformity assessment
obligations of this Regulation or the
voluntary application of the codes of
conduct referred to in Article 69;

(f) procedures, processes and ad-
ministrative requirements for appli-
cation, selection, participation and
exiting the sandbox are simple, easily
intelligible, clearly communicated in
order to facilitate the participation of
SMEs and start-ups with limited legal
and administrative capacities and are
streamlined across the Union, in or-
der to avoid fragmentation and that
participation in a regulatory sandbox
established by a Member State, by
the Commission, or by the EDPS is
mutually and uniformly recognised
and carries the same legal effects
across the Union;

g) participation in the Al regulatory
sandbox is limited to a period that is
appropriate to the complexity and
scale of the project.




Scope

Article 53a (new)

(h)

Not covered

the sandboxes shall facilitate the de-
velopment of tools and infrastructure
for testing, benchmarking, assessing
and explaining dimensions of Al sys-
tems relevant to sandboxes, such as
accuracy, robustness and cybersecu-
rity as well as minimisation of risks to
fundamental rights, environment and
the society at large

Innovations hubs

and TEFs

Not covered

Prospective providers in the sand-
boxes, in particular SMEs and start-
ups, shall be facilitated access to
pre-deployment services such as
guidance on the implementation
of this Regulation, to other value-
adding services such as help with
standardisation documents and cer-
tification and consultation, and to
other Digital Single Market initiatives
such as Testing & Experimentation
Facilities, Digital Hubs, Centres of
Excellence, and EU benchmarking
capabilities;

Data privacy
Article 54 para 1

In the Al regulatory sandbox per-
sonal data lawfully collected for other
purposes shall be processed for the
purposes of developing and testing
certain innovative Al systems in the
sandbox under the following condi-

tions:

In the Al regulatory sandbox personal
data lawfully collected for other pur-
poses may be processed solely for
the purposes of developing and test-
ing certain Al systems in the sandbox
when all of the following conditions

are met:




Public interest
Article 54 para
1(a)

the innovative Al systems shall be de-
veloped for safeguarding substantial
public interest in one or more of the
following areas:

Al systems shall be developed for
safeguarding substantial public inter-
est in one or more of the following ar-
eas:

(i) public safety and public health, in-
cluding disease detection, diagnosis
prevention, control and treatment;
(iii) a high level of protection and im-
provement of the quality of the en-
vironment, protection of biodiversity,
pollution as well as climate change
mitigation and adaptation;

(iii a) safety and resilience of trans-
port systems, critical infrastructure

and networks.

Publicinterest
Article 54 para
1(a)

the prevention, investigation, detec-
tion or prosecution of criminal of-
fences or the execution of criminal
penalties, including the safeguarding
against and the prevention of threats
to public security, under the control
and responsibility of the competent
authorities. The processing shall be
based on Member State or Union law;

deleted

Public interest
Article 54 para
1(c)

there are effective monitoring mech-
anisms to identify if any high risks
to the fundamental rights of the data
subjects may arise during the sand-
box experimentation as well as re-
sponse mechanism to promptly mit-
igate those risks and, where neces-
sary, stop the processing;

there are effective monitoring mech-
anisms to identify if any high risks to
the rights and freedoms of the data
subjects, as referred to in Article
35 of Regulation (EU) 2016/679
and in Article 35 of Regulation (EU)
2018/1725 may arise during the
sandbox experimentation as well as
response mechanism to promptly
mitigate those risks and, where nec-
essary, stop the processing;




Public interest
Article 54 para
1(d)

any personal data to be processed
in the context of the sandbox are in
a functionally separate, isolated and
protected data processing environ-
ment under the control of the par-
ticipants and only authorised persons
have access to that data;

any personal data to be processed
in the context of the sandbox are
in a functionally separate, isolated
and protected data processing en-
vironment under the control of the
prospective provider and only autho-
rised persons have access to that
those data;

Public interest
Article 54 para 1(f)

any processing of personal datainthe
context of the sandbox do not lead
tomeasuresor decisions affecting the
data subjects;

any processing of personal data in
the context of the sandbox do not
lead to measures or decisions affect-
ing the data subjects nor affect the
application of their rights laid downin
Union law on the protection of per-
sonal data;

Public interest
Article 54 para
1(g)

any personal data processed in the
context of the sandbox are deleted
once the participation in the sandbox
has terminated or the personal data
has reached the end of its retention
period,;

any personal data processed in the
context of the sandbox are protected
by means of appropriate technical
and organisational measures and
deleted once the participation in
the sandbox has terminated or the
personal data has reached the end of

its retention period;

Public interest
Article 54 para
1(h)

the logs of the processing of personal
datain the context of the sandbox are
kept for the duration of the participa-
tioninthe sandbox and 1 year after its
termination, solely for the purpose of
and only as long as necessary for ful-
filling accountability and documenta-
tion obligations under this Article or
other application Union or Member
States legislation;

the logs of the processing of personal
datain the context of the sandbox are
kept for the duration of the participa-
tion in the sandbox;

Public interest
Article 54 para 1(j)

a short summary of the Al project de-
veloped in the sandbox, its objectives
and expected results published onthe
website of the competent authorities.

a short summary of the Al system
developed in the sandbox, its objec-
tives, hypotheses, and expected re-
sults, published on the website of the
competent authorities;




Entry criteria
Article
(new)(1)

544

Not covered

Member States shall promote re-
search and development of Al
solutions which support socially
and environmentally  beneficial
outcomes, including but not Ilim-
ited to development of Al-based
solutions to increase accessibility
for persons with disabilities, tackle
socio-economic inequalities, and
meet sustainability and environmen-
tal targets, by:

(a) providing relevant projects with
priority access to the Al regulatory
sandboxes to the extent that they
fulfil the eligibility conditions;

(b) earmarking public funding, includ-
ing from relevant EU funds, for Al
research and development in support
of socially and environmentally ben-
eficial outcomes;

(c) organising specific awareness rais-
ing activities about the application
of this Regulation, the availability
of and application procedures for
dedicated funding, tailored to the
needs of those projects;

(d) where appropriate, establishing
accessible dedicated channels, in-
cluding within the sandboxes, for
communication with projects to
provide guidance and respond to
qgueries about the implementation of
this Regulation.

Member States shall support civil
society and social stakeholders to
lead or participate in such projects;




Entry criteria
Article 55 para
1(a)

provide small-scale providers and
start-ups with priority access to
the Al regulatory sandboxes to the
extent that they fulfil the eligibility
conditions;

provide SMEs and start-ups, estab-
lished in the Union, with priority ac-
cess to the Al regulatory sandboxes,
to the extent that they fulfil the eligi-
bility conditions;

Entry criteria
Article 55 para
1(b)

organise specific awareness raising
activities about the application of this
Regulation tailored to the needs of
the small-scale providers and users;

organise specific awareness raising
and enhanced digital skills develop-
ment activities on the application of
this Regulation tailored to the needs
of SMEs, start-ups and users;

Innovation hubs

where appropriate, establish a ded-

utilise existing dedicated channels

Article 55(c) icated channel for communication andwhere appropriate,establishnew
with small-scale providers and user dedicated channels for communica-
and other innovators to provide tion with SMEs, start-ups, users and
guidance and respond to queries otherinnovators to provide guidance
about the implementation of this and respond to queries about the
Regulation. implementation of this Regulation;

Jurisdiction Not covered The Al Office shall carry out the fol-

Article 56b (new) lowing tasks: .... j) assist authorities in

the establishment and development
of regulatory sandboxes and to facil-
itate cooperation among regulatory
sandboxes;




ForHumanity is a 501(c)(3) non profit organisation and ForHumanity Europe is a French 1901
Association, dedicated to addressing risk associated with Ethics, Bias, Privacy, Trust, and Cy-
bersecurity in artificial intelligence and autonomous systems.

ForHumanity uses an open and transparent process that draws from a pool of over 1600+ in-
ternational contributors from 89 countries to construct audit criteria, certification schemes,
and educational programs for legal and compliance professionals, educators, auditors, devel-
opers, and legislators to mitigate bias, enhance ethics, protect privacy, build trust, improve
cybersecurity, and drive accountability and transparency in Al, algorithmic and autonomous
(AAA) systems. ForHumanity works to make AAA Systems safe for all people and makes it-
self available to support government agencies and instrumentalities to manage risk associated
with Al and autonomous systems.

Our mission is to examine and analyse downside risk associated with the ubiquitous advance of Al,
algorithmic and autonomous systems and where possible to engage in risk mitigation to maximise the
benefits of these systems... ForHumanity.

ForHumanity Europe was supported by Huawei UK in the production of this report.


https://forhumanity.center/
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